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Abstract: 

IoT security has become very important in recent days because of the increase in applications and 

areas that can be used where the security of information is an important issue. In this work, a 

proposed system has been designed to secure communication between the client and the IoT device. 

The proposed system utilizes two strong security techniques, steganography and cryptography.  The 

proposed system has taken advantage of these technologies where encryption protects the main 

authentication information as well as the IoT communication port and changes it to an unreadable 

form (Ciphertext), then embedding this Ciphertext within stego message to trick the observer there is 

any existing to the original message and prevent any suspension there is encryption in data. The 

overall test shows that this proposed method is very strong from a security point of view, and the 

operation test shows it works efficiently without any problem it fast takes about 2.5 seconds and is low 

in size which makes it useful even with low-speed internet. The main advantage is that no information 

can be obtained without passes successfully from all security strategies, which require first knowing if 

there is stego message, need to know which stego method is used, need to know which list is, need 

to know the encryption algorithm, the crypto key, and to have same mac that used in encryption. This 

is very hard and can say it is impossible to crack no one can connect an even know the IoT IP 

address without having the overall parts after that there is a need to right authentication information 

for IoT things. 
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